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Cisco Calisti — The Cisco Service Mesh Manager

https://calisti.app/

H—EX Ay aMDER
RIVFISIE, RILVFISREDEHFEE LSRRI

Connect any on-prem and public cloud together
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https://calisti.app/
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*Kafka Broker® &1
Kafka on Istio Deploy Apache Kafka on the same K8S Cluster

Kafka on Istio Provide encryption between Kafka microservices
Kafka on Istio Provide single pane of glass for Kafka Broker Mgmt

Kafka on Istio Provide frictionless Kafka Upgradeability
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Multi-Cluster Observability
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Simplified mesh & traffic management
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Major API Attacks

Sep 2018 T-Mobile (BOLA attack) - 2M subscribers sensitive data theft by
an internal user

Sep 2019 Facebook (Authentication) - 130 millions US phone numbers
linked to Facebook

Jan 2021 Facebook (video trimming DOS) - block video owner from
controlling content

April 2021 John Deere, Springfox - BOLA, Extensive data exposure

April 2021 Experian (Authentication) - API exposed Credit Scores of Most
Americans

May 2021 Peloton’s Fitness (Data Exposure) - leaky API let anyone grab riders’
private account data 3M subscribers

June 2021 LinkedIn (Data Exposure) - Huge, 92% of users, including inferred
salaries

Emerging Tech and Incubation | Cisco Confidential
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Panoptica: Open-Sourced Architectural Components
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