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loT Connect Gateway Dashboard Groups SIMs Authentications Settings Logged in as: . Select User Logout

Internal Probe for GCP ID 615a65af86568d88911ade14 Reset MQTT Session

Internal Probe for AWS
Protocol Conversions Events Functions SIMs

Internal Proe for Azure

Add Protocol Conversion ~

Internal Probe for TC

ID Name Destination
Test_Sumida_Group

26066308-16e0-49b7- Internal Probe

a93-3c7b917a4d3b HTTP for GCP https://cloudiotdevice.googleapis.com:443

6a99adc6-f10b-489b- Internal Probe

tt. leapis. :
b16§-7f7f41d721a2 MQTT for GCP BIIEO00 eapEs.COML B 0hS
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Update Protocol Conversion

Entry Point

Protocol Name HTTP

Gonfgurtion Narme Internal Probe HTTP for GCP

Enabled ‘

Path
@ /

* Input */" when using root path.

Destination

Tipe Google loT

Protocol HTTPS

Port Number
443

Credential Set

22ba2c74-90aa-4867-b82c-2f9db1097fef (GCP loT Core Cre v

Method publishEvent

Subfolder
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IoT Connect Mobile Type S xAWS IoT
m SEDTEDFEME m FIBEEA A—>

Protocol: MQTT - ToTERE (BREHEM or —+BXIB) with ICGW

SaaS: AWS IoT Core ICGWIEET, £>5>7—9 (LHBE. K9, AR, BHLRE etc) 559 KB TR PBNORITE

X TSI RS —EIANDYIDEBEXEBICGWDEREDSIMI Y1 > %
ZEIBZITT. DevicefllDFREZEFEEME LTI RIRICTIDBE X AHE
aJ#R4t: Elastic Search
X AWS IoT CoredActiontégE=FIFE U.
F—411T (Lambda). Mail/Slack:@072 &
fHDAWSDSaaSH — E X EDEENES

THKHE. BE,
BEASE. —#it
Kk ¥Fetc..

& Elastic

Elastic
=  Dashboard = Tracker Fullscreen  Share  Clone  Reporting ¢ Edit | = | Dashboard Banyan_Data
@ v Search KQL [ v  Sep6,2021 @ 08:46:21.97 > Sep 6, 2021 @ 10:50:30.77 ‘ G Refresh | B v Search

P z
© — +Addfilter ©  +Add fiter

Temperature Humidity banyan_celsius

50 @ EE(°C) 200, @ BE(%)

EE(C)
BE (%)

TS )T-HORRORRCE LTI M-I, T4 =R\ I%T 4 =T5-Z2JRELMHEDRIEBHE LB SREDEEH

Full screen

KQL v Sep11,2021 @ 16:22:09.23 >

banyan_moisture

35 600 r L
. 80 30 500

@INPUT:
ﬁ‘ Sensor Data
Cloud Service
ICGW HTPPS/MQTTS (AWS, Azure, GCP)

R N & ¢

@OUTPUT: Monitoring AT Platform ML Platform

Feedback

Share  Clone  Reporting ‘ ¢ Edit ‘

Sep 15, 2021 @ 12:08:32.30 ‘ G Refresh 1

10 0
00:00 12 00 12

09:00 0915 09:30 09:45 10:00 10115 10:30 10:45 09:00 09115 09:30 03:45 10:00 10:15 10:30 10:45 00:00 00 00:00 .
timestamp per minute timestamp per minute timestamp per 30 minutes

@ Celsius [°C]

00:00 12:00 00:00

® Moisture

timestamp per 30 minutes

12:00 00:00 12:00 00:00
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Traffic e Q_ > @_ > @ System Alert
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Stackdriver i itori .
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A

Deploy Flow Operation Server Operatory Developer
[ Zone C Q Pull Manifest
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zone A O GitHub S
App Engine @ Push Image gogée
= MQTT Module
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@ S
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% API ~€ : ’4 _____________
— > BackEnd )
_- e @ System Memory Store . mongoDB
- D S R >
Cloud L :
Customer Load Balancing VPC Peering

_ __evls

© NTT Communications Corporation All Rights Reserved.




ST« v IBBILBEURRT =TI N AT —IA> T commnatins

BRBEZ21-IVEOASTHEZITSTET, A— AT —IL77D MEREICKD .. FERICI—Y DEN. |
NS Do OIS
BT 1 —)LZ2 25T HEIT DT E THRIEEDENNZEZ(CT D

AFFRT—=IWVFPION RT—IWVTPYT KRUS—

1. KFPod R4 —JLJ7J b : HPA (BE&))
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ICGW#n#EEY U—X

7

PCONYV for General HTTP

FUNC for AWS Lambda

EVENT for Azure Event Hubs
PCONYV for AWS IoT Core EVENT for GCP Pub/Sub
PCONV for Azure IoT Hub ICGW FIBE25—~INE
PCONYV for GCP IoT Core BRI X5 A APLEE

FY20 2H FY21 1H

3 PCONV for ThingsCloud

Kubernetes Upgrades

v PRODRIE Kubernetes Upgrade 20[E1(2021/4~)
NODE_POOL Upgrade 10[a] x2node pools

DPSDevOis
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ICGWTEA UJzDevOpsDjzsDED ¥

1. Infrastructure as Code ICGWEETIFGitHubMCodeREE
~Terraform(C kBT > I SIBREE~ FACOBRELTREITSATNS

ORBFEDENY 13/

@Prod/StgEIEED OGItHUb '“ Terraform
B/\VIERLEE ARIEEE:E

@FEELE. T/ \A)LIEDIESE NS T )Lk

2. Test as Code
~CI/CDIC KB REREHIRK. T2 L xR~

DUnit Test/Integration TestO B &L @ e
@API TestDEEME, O G'tHUb

®E2E5 X BB ,

GltHub Actions

3. GitOps

~ Argo + HelmZ{E>/=d>57FH—EXV U—7~~ |

O OA>F7F A A—HFE ywAv
@ Gt TOF IO il ) GitHub = 05?5 QrgoO  HELM
®O-U IT7YIF—&UU—=2X . ~
@ Probe(C KD HE =FZE DD i\ :
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1. Infrastructure as Code
~Terraform(C XD > J SHEKEIE~

lTerI‘afOI‘mﬂSL/_CBll\_Cck \D ::t HashiCorp

OERBEFEROENIH/NU (15H)
@Prod/StgiRtE i —

QORIREN T/\UHIRUF L AREDD)E
@F/)\AIUEDOMRBEELE. 1R NSTIVICKDAREDELLEE (31ERH)

S
3 5 2
i
8D

I terraform apply I

-
ETTRRETE

ICGWEﬂEd)’fﬁ”'ECode(Terraform)'C‘z"ﬁ%?‘% C &ETHEE.

DI4/0NN
o 0o

—

NAT)L—5%&E2> THEB7 12X T
PEREARGIE & Mk #5T

-

M5d
14/0NN

# Terraform

—

NAT)L—5%F> TEkEt UiEE

BUER BN 1. X T RETI R

FEIBERDIFHEAENE. &

5% Eﬁﬁd)ﬂﬂﬁﬂb“ﬁlﬁﬁ !

Sl ik

BELE.

zsh

zsh

81

K = ~/Work/Project/PCONV/PNL/Build/smart-iot-terraform/terraform 07:02:14 ©

e =L 3

L

common. tfvars

’— common. tfvars
E =
’— common. tfvars
}— common.tfvars

192.168.11.5 = 160.237.88.12 @

ommunications
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FICIEHcR D
terrraforrm®=>>a1—J)L

NTTCOM

DevADERI) (S A—4
NTTCOM

Prod FDERI) (S A —4
NTTCOM

StgBDERII (S A -4

PNL
DevADERI) (S A—4

zsh
zsh #®1

I = ~/\/P/P/PN/B/smart-iot-terraform/t/n/staging/regional/site-1

cat
# GKE Cluster Name
cluster_name = "pconv-stg-cluster-01"

# Memorystore Instance Name
memorystore_name = "pconv-stg-01"

# Alerts

alerts_email = "stg-alert-pconv@ntt.com"

# Create cloud nat

#create_nat = false
create_nat = true

# Create Interconnect
#create_interconnect = true
create interconnect = false

192.168.11.5 = 160.237.88.12 @
RIBEOER/I\SA—-9ZEEL
terraform plan prod (R
terraform apply prod  (#&%R)

create_nat = true, create_interconnect = false
[CE®E Uterraform apply N> RZEEITI B ET.
GCP(CNATIL—A Q&R .
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2 . Test as COde 8 pconv /icgw-http  Private ©Watch = | 1 | 7 Star | ©
~Cl/CD(C L &M@Y IR, = L s~ o

@ ci fix, unit test fix Integration, build Docker images, update CD manifests #140 © Re-run jobs ~
H H @ Summary etup, build image and push, update manifests
@Unit Test/Integration Test e
e — —_ @ setup, build image and push, update ... @ Setupjob G|t RepOSitOW(:COde&PUShg-%: &_C7__X I\ &4)‘—95)1/ l\b\i',fj__
« SARI DT UL JEBFERAA-—DKE el A A—ST v IO~ K'Y BEE(Fgit tag THI

; Checkout 1.0.1 = FRRIE(dev)DH
(3times/week) ° v — NI
twiie o : , BN 1 0.1-stg = BARIEE(dev) + UU—RATRIEEL(stg)
(CXFH1 9 DIz (CUnitTest/IntegrartionTestDiEA oo skl -

& Checkout o . LR
. e GithubActionZz kU A (C
= . N
[ ECYNVED) BUG m Mo Eiembes UnitTest/IntegrartionTesth'E4T
@ Run Unit Test

@ Build HTTP image

docker buildCO>FTF A A—% 48R

3 P © geloud for PNL
= y
‘ ST — @ Publish HTTP image to PNL image registry

/ » ‘ ’ @ gcloud for NTTC

" , @ Publish HTTP image to NTTC image registry NTTCOm(Stg)O)GCR(: j >7__j—
BAE DENEEFRIHTSLBUNAA— © Chackou co wpo A A—ZDFwTO— R
h & Checkout new branch or use existin,
- - ’ '\ @ Update image version
eo o Pa 2 ) @ Commit and push manifest to defined branch before

GKE ManifestdImage VersionZZ%E L T

i s () . @ Post Checkout CD repo .
A' = . g , -— commit
: GitHub Actions

@ Post Checkout

‘ ’ @ Complete job

RE— RREEFHHFL. S AT LMETHS

@API Test Automation (E2E)
- & BDAPI Test Toolh 5FH 4 W TavernZz: &R U /212 H
o F—AAZ)HWHHARD— RZEELDOMFERIGENDIT U0
e DevOpsF—A[F1HICULTRST ., BETRWLWADDIEEEEZ H i,
« JSON TestE&E I 7 1)L (Postman/@ E)EGItEIE LI(C L)

e TUERICRBIEDEIENLICL) ”PS”E—VHP?

© NTT Communications Corporation All Rights Reserved.
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Tavern for API testing : Why Tavern? T T Communications

Go the Distance.

Tavern is a pytest plugin, command-line tool and API testing tools Python library for automated testing of APIs.
O Simple, concise and flexible YAML-based syntax.
O 1It's very simple to get started
O Can create highly customizable for complex tests.

Get some fake data from the JSON placeholder API

: Make sure we have the right ID

https://jsonplaceholder.typicode.com/posts/1
GET

DPSDev5s

© NTT Communications Corporation All Rights Reserved.



https://taverntesting.github.io/

2. Test as Code —

M'T T Communications

~Cl/CD(C X DIRFEFEHIR. 70 LXK T GothoDistance.

3 E2E Test
ICGWODIRH L TWBR Y —EREZ 1 —LOBEZEZEMULN S, FENCE2ESF X hEET
Github Actionm5ZE1T(IC KD . FEIEHERVEZEBTREIDHI

GitH I O Search or jump to... Pullrequests Issues Marketplace Explore
A

& pconv /tester-script  Private ®Watch ~ 1 Y7 Star 0 % Fork | 0
<> Code © lIssues 1 Pull requests ® Actions  [] Projects 00 wiki @ Security |~ Insights 2 Settings
) T EREE
— Self hosted runner HRATHEREUS
ed om0 L e . Workflows New workflow E2E TESTS
1 - | e2e.yaml
1
| Test S EZE Test Modu Ie 1 All workflows
| es erver 1 Q Filter workflow runs
. 1 % E2E TESTS
|
|
| : 129 workflow runs Event ~ Status v Branch v Actor ~
1
1
=R 1 = — |
=1 = \
EX):EQIiE : uitu%ﬁ I\j j ’I’ \J 0 1 This workflow has a workflow_dispatch event trigger. Run workflow ~
APIZEAT | :
: | © E2E TESTS Use workflow from
1 : ~N E2E TESTS #169: Manually run by mahoko-tamura Branch: main ~
|
1 * Specify protocol to test (http or mqtt
1 © E2E TESTS or adopter). Empty lets all tests run.
! E2E TESTS #168: Manually run by mahoko-tamura
1
|
1 0 E2E TESTS Specify pytest marker expression. *
: E2E TESTS #167: Manually run by mahoko-tamura aws or azure or gcp or gen
1 2
. Run last failed tests (yes/no) ? *
Connect © E2E TESTS =
GW E2E TESTS #166: Manually run by mahoko-tamura
Specify pytest options.
© E2E TESTS
E2E TESTS #165: Manually run by mahoko-tamura
© NTT Communications Corporation All Rights Reserved. 0 E2E TESTS [J 3 aays ago




3. ICGWTZERH UGIitOps
~ Argo + HelimZ{E>fz1>7F U U — X~

Release Test

| Update Code
: Update Setting
I

®GithubAction
1. ImageZbuild L CPush
2. ManifestddImage tagz=E#

(feature branchz 3. BIFE
Developlc~¥—>)

- BRA A—SDH

|
Develop&Test 1
|
| DevOps Team
! v
7
— GitHub
Dev O
HFEAA— |
@ BAA A= Modulejdé/
% Qrgo . ,,,:/7 — (eX H-I_I-P MO
: < |- flﬁ' i
@ mgtﬂ-le ‘(\\ P ,’/ Cont.ainer ':
P registry icgw-cd |
R v
HTTP P
@ Module K|/ N 1| Branch:
S TR o] Develo
g Branch: Develop Pull Request P
BackEnd - »| Branch:
s :
@ ystem Staging
Pull Requgst
Branch:
L Main
@PR/Revert
Stg CTH&5EPass U /zImage Taglc
EHLUU—-X icgw-terraform

L

IANTOIASTFDAA—HEE, BRERIGItTEPERLIJOrFTHEIL!

Update Infra

J

O—JL/)\Y J(Git Revert) EEHRI(CIAD. BEZ=AEREGHIR

—
GBranchZEsfl & 1Bk =1 N'T T Communications
» \ .
1. Target BanchZESfR UEEN Go the Distance.
BNUSHERR T 7 1)L 72 7T ([CGKEZ
O—-Y>07vIF5— hTHIgE
Stg(NTTCom)
\ | Zone C
one B
- % argo
/,/ )
R @ MQTT
. e v Modul
Branch: Staging .- Al ocue
/// 4
4
Jrad e @ HTTP
/z’ PO L -V Module
- ‘@‘c’, -~ -
7 v =~ ~o
,/ “ it N @ BackEnd
Container “\“ System —
registry .\ " —
\\‘\
wy
nwh
wh
N ‘\
V)
v Prod(NTTCom)
\“\ \ [ Zzonec
vV v Zone B
\ \\ \Zone A
LYo % argo
__________ VY )
—————— VIO
R \q@ MQTT
. ; Module
Branch: Main VA :
\\ \
\
0 HTTP
‘\ ‘@ Module
\ -
\
\
BackEnd
*@ System |

DPSDevOS




3. ICGWT=ERHUKGIitOps ~—

MN'T T Communications

nJ Al’go + HGIW\%{ED 7—:: \/7__j_ IJ IJ _X T Go the Distance.

\Gi . c RiR (SA—
DPRICEBA A—SUU—Z gﬁrfgchétfgfggslé Helm(C K> THRIEBD/IN\SA—HZR

Image release 2021/02/22 #129 edit || Openwith -

yoshinao421 merged 9 commits into nttcon from develop (% 9 days ago [ XOX ) £ Argo CD - Applications X  +
&« C A REINTWARWEE | localhost:8080/applications a % 060 ~20kHB &N o i
i Conemetion famnils Checls @ Fhe #2310 == H 77U B9 AvhU—/ME B NTTCom BN RERYSvh. BN XE B fREEoM B AC B AX B WE B NTTCom B9 DDTB » | B Z0#0Tvsv—4

X 1 Applications APPLICATIONS
Git Merge [
@ yoshinao421 + NEW APP @ i ogout

This release includes the following images

!
htt, thub.com/playnext- Assignees @ http-app '
thub.com/playnext- pr
hlpe At comyplamex) G i FiTeRBY. ICGWZER L TL\D
https:(/github.com/playnext-lab/smai rg g n e “
~N >
VNG v S — N
_ iy ZA>7FEZ2—)L(App)h
Instructions [ synced 9 iy e ' e — . . PR
O tknown 0 ‘ on ‘ —B TR, Live EditErIEE
1. pull the images and push them to GCR (J ouofsyne 0 etk s e dafal .
2. Merge this PR Projects HEALTH ! Nam o 9 .
: O E= =)
0 oo o EBDEED & C=2)) ) (=D (=D
£} MiguelTing and others added 9 commits 13 days ago g [ Progressing 0
i () Suspended 0
o &% Back a675a2 No milestone (] Degraded 0 @ matt-client-app @ pconv-app @ rabbimg-app
[ Missing 0 ot ‘ project >
o ht tai eded rjosdiard " jocdaigon
oo v
> Monitoring has redis 26e19 ging this pull request may oo ® © ® @ ArgoCD - Applications /http-- X =+
Mon1tarin verstan uo dcensna oot e C A RESNTWELEE | localhost:8080/applications/http-app Qa % 06 2 B e n0Q:
I ~ XY O st ~ ~ I I i # 77U B %y bU—26E B3 NTTCom BR RERTISvh7 B == B9 #rxmeoMm B3 A B3 ®x B3 ##® E3 NTTCom » | BB #otoTvov—2
- PYIFTF—NCKDIIIALIRLUU—R
(:)[] _,.4’{7 o 7 =N e APPLICATION DETALS
JSTERS

®® screencapture

Synced

screencapture

Context:
Cluster:
User:
K9s Rev:
K8s Rev:
CPU:
MEM:

HTTPES 1 —)L(App) DIERE R
(LB,Deployment,HPA:--etc)
ERTFT—HAN—ET]HE. fRERIHE = e

Pods (pconv-prod) [6] <JAiidds>
NAME PF READY RESTARTS STATUS CPU MEM %CPU/R %CPU/L %MEM/R %MEM/L IP

http-app-66485b89df-c8vrq e 1/1 0@ Running 36 64 9 4 10 8 10.254.66.18
http-app-66485b89df-fottd e— 1/1 ©® Running 16 71 4 P 11 8 10.254.65.92
http-app-66485b89df-kjhvj eF 1/1 ® Running 98 69 24 12 11 8 10.254.65.90

http-app-66485b89df-mtnxc e 1/1 ® Running 38 68 9 4 11 8 10.254.65.229 ¢
http-app-66485b89df-qgk7x9 e 1/1 ® Running 14 66 3 1 11 8 10.254.66.158 ¢




e —

3 . P o be ((-:. J: 5 E# EE*E NTTCommum:cations

Go the Distance.

Stg/ProdiIRIE TR IS RO —EXICH T 2BEEZTERERITDET. AL, EERINIT B EAZEAN

- BB DY —EXADIBHED T (C K D1EHRT D 2 OREEDFEH(C
- IGEREHIRZRE L. KDRERICENTETIREZRR

lqu

HERNHRY—EX
p

GW System

N = L, | GCP >
o | . | [ __ o - - >
=3
N ® loT aws ICGW
& Connect AWS Monitoring
S
~

External Probe

-
\

775 — MEX l BIEENER

-

Internal Probe DevOps Team

Internal Probe: ICGWEBENSX IS RS—EXDIEE = ER
External Probe: it k5 & 050 RO —EXDIEEMEZEHR
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P o be ((-:. cl: 5 E ﬁ EE*E \NTTCommunicétions

Go the Distance.

B ICGWEEDxY ND—IER B EREA Y T —BHEER R

BLXE IS0 R —EXFTORY hDJ— ’Ji’%k@é:“@?ﬂ%ﬁb“ BOST RS —EXR(CH T DAY T—ZOEED RAEA RN
120V ICGWEREDRY D —IMNEEHZREEET] 5B HE

= 4+ GroupBy protocolhttp x Naiis

[Internal Probe] Ping Latency

1 min interval (delta) <

+
\ W 4 >
[Internal Probe] Status of ntt.com A
1 min interval (delta) < UTC+9 ¢
UTC
89 name service protocol ip_addr &
@ ;
—n [] internal-probe-01 aws http 1.083
—& [] internal-probe-01 azure http 0.342
2021/10/28 5:20:00
~M success 24 —e [] internal-probe-01 gep http 0.127
—@ failure 0
—a ints |-probe-02 htt, 1.019
—& validation_failure 0 [ emsimiipecks aws P
— D internal-probe-02 azure http 0.561
uT
—aA [] internal-probe-02 gep http 0.181

Eﬁﬁﬁ“\Eﬁﬁiﬁﬁ@£®mﬂwﬁﬁtkﬁmﬁ!
AR EMITL T, BESTHEEHRE \\\
DPSDev0ps
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