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for each customers VRF for Custorher A VREF for Service Service for Customer A
® T
VREF for Custoriwer B IP fabric Service for Customer B
VRF for Custorper C i BGP unnumbered Service for Customer C
@ NAT !
N ) U )

_________________________________________________________________________________

© Internet Initiative Japan Inc.



SONICDH#SBEFRAL




FREE A &

o BAHINILLT LR CHEEABIES ZMRIET B,
o MHBEHY. SERAISEVER CHERIIT .
o MEAHNITHEL. HLT 3,
o BERBEL.REDEE. HEEM
o (SAIDBIETHNIEANL S — ([T BESENT 2)
o [EBBELEMOmS CTHRRET S,
o RETHNTERTEAEN—ZHHS
o BITEMTHOTRETHIEN—2EH5

© Internet Initiative Japan Inc.



WRELIRIR

o EBRWMDMRIIXHRELTBroadcom Trident 3 & X1 vF(32x100G)EHE.,
o Delta AG9032 V2A
o DELL EMC S5232F-ON
o (Edgecore AS7726-32X)
o BT UHEFESFIRIELAET D,
o Terraform+libvirtZz{EFALEMRROERET 704
o VMEVMRIRYRT—9ZO—HILII Y ETEEDTHEE
o RELDT=HDELTE [LAnsibleTELT,
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virtual Delta Delta DELL EMC Servers
external node AG9032 V2A AG9032 V2A S5232F-ON
| customer VM |
VM
[ customer | Delta Delta DELL EMC
| webserver VM | AG9032 V2A AG9032 V2A S5232F-ON
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o [HRE
o SONICxt[E(XpeerhskBHY, CumulusVXXtF 1= EpeerhBEEN ALY
o E#IIMBELZL REBRETOHFEE

o 1ERK
S BGP (numbered) 2
SONIC-VS SONIC-VS CumulusVX
Customers VM Server VM
SONIC-VS SONlC VS CumulusVX
(‘bgpd (FRR) | (‘bgpd (FRR) |
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o INTYRFYTFrLTHIZ

o  CumulusVXM g b/ rybkdDchecksumpbiincorrect (!)
o FHZIAE

o FIVIYLBEENTIVEEAIEATO—FERENTESE

o ethtool -kTCERENBTZEMHER

cumulus@cumulus:mgmt:~$ ethtool -k swpl
Features for swpl:

rx-checksumming: on [fixed] i
tx-checksumming: on ROLSREERER

tx-checksum-ipv4: off [fixed]
tx-checksum-ip-generic: on
tx-checksum-ipv6: off [fixed]
tx-checksum-fcoe-crc: off [fixed]
tx-checksum-sctp: off [fixed]
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e CumulusVXTethtool -K swpl tx-checksum-ip-generic off
o IFEIMEZHER,

o (&%

o UbuntutBE#k1=o71=, virtio-net D&

Customers VM

EBHND

BGP (numbered)

SONIC-VS

SONiC VS
bgpd (FRR)

!

SONIC-VS CumulusVX

><

SONiC VS CumulusVX
bgpd (FRR) bgpd (FRR)

Server VM
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o [ulRd
o CLUZVRF#EE 7FEMNL, default VRFTOHENET S
config nat add static basic -nat_type dnat 172.21.0.1 10.0.0.2

o 1&H. SAIPASICONATHEEIXVRFIZH IGLTLNVS

172.21.01
SONIC
. N |
@ DNAT rtforwarqg

0
f Server

packet: dst ip:172.21.0.1 VRF 10.0.0.2

N

: | =15\
————————————— - DNAT 'porﬁorwafd(%

/ 1
[_A(‘ =S S~
172.21.0.1 | [BEcEmL }
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o SONICHOREBMEIO—AHEL. WEICLELHNEREDH S,
oLl

/ config db
N~
cfgmgr PN FRRouting bgpd
/ appl db
/ orchagent \X
e
ip(8)%&& / asic db
syncd C+t —
Linux kernel

| { SAl [ ~vr—nimst |

host interface driver frontpanel port

[(~os—nipe ]‘\
AL YFASIC

frontpanel port

AN

frontpanel port
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DBRF¥—<I[ZVRFZ3BN
src/sonic-utilitites/config/nat.py
src/sonic-swss/cfgmgr/natmgr.cpp
src/sonic-swss/orchagent/natorch.cpp

oLl

—

orchagent

ip(8)%&E

syncd T

Linux kernel

host interface driver
By

k/

SAl [ ~vs—niet )

config db

appl db

i

FRRouting bgpd

frontpanel port

INN

A1y FASIC

frontpanel port

AN

frontpanel port
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o XL
o VRFEEZFREELT=, JFEEDZITNIEREERELY)
config nat add static basic -nat_type dnat -vrf Vrf2e 172.21.0.1 10.0.0.2
o HBRaAvTUFEXIELT=,

$ show nat config

Global Values

Admin Mode : enabled
Global Timeout : 600 secs
TCP Timeout : 86400 secs
UDP Timeout : 300 secs
Static Entries

TP Protocol Global IP Global Port Local IP Local Port Twice-NAT Id

192.168.100.2 172.18.0.34
192.168.100.2 172.18.0.35
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VRF+BGP unnumbered A& HhvAE L\ (EHEIREE)

o [HlEd

o VRFELTZ&peerzikHh . VRFDOEIZT H&peerzik il
o {RFBIRIZTIEMRELGL ERTOARLE

o TERL

Customers VM

BGP unnumbered
(IPv4 route via IPv6 nexthop)

L

"

SONIC SONIC Cumulus Linux
SONIC SONIC Cumulus Linux
bgpd (FRR) bgpd (FRR) bgpd (FRR)

Server

D
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o K%
o RBEIRIFZEHUVTULVSH(FRREXTE DREIRETIEAELY)
o VRFLLEEFHNTWS(MEDRIRETIEALY)
o numberedfZ&EEILVTULNS(ASICDREIRETIXAZLY)
e N4
o /var/log/frr/bgpd.log
m listenfll TacceptenL THLY
m connectfllItimeout T FSAZHITTLVS
o show logging
m KIZI5—HLEATIEHE TLVEL
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o XU TELEMOFEZEDEBREEZTHS,
o VRF#%LTBGP unnumbered%{£
m KbhYIZ, TR AV RR—FMManagement VRFD R EE AN TH B
m IARVAVNR—IENTH@EEICsudo ip vrf exec mgmtHASHE
o unnumberedfEHZEHESH S
m IPPRLREEAREIZLS
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e connectfil&listenfflZ4S—7J JLTERE, listenffl [(IVRFZL CHIEHR TET,
e connectfllA¥IPv6 linklocal address TTTCP SYN:E{E. listenffl T=1E,
o Iisteniﬂll@SYN-ACK%‘E’E’CCpdump'C‘_EE;ﬁ'lo ) ARSI
o L/?b\l./s ConneCﬂﬂ'J’C*‘tcpdumpL’C%EZﬁIL‘o sudo tcpdump -i Ethernet32 port bgp ]
o connectllAVRFALESDEMND ., SEDRE, |
Isw0, Vrf2, Ethernet32 uswO, Ethernet32

e IswO AS4M0001
Psyn Vrf%
i : 32 port bgp

[ sudo tcpdump -i Ethernet
[

j\(N/ kfab AS4200065280
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e bcm-knet(A—=JLED 1—)L)¥netif Tlddrop count 0
e show dropcountersTRX_DROPSHAH LTy FLTLV =
e ASICATdropLTW\AZ&lEhhoT=HIERHNFER

it
it
it

TCP/IP stack

J netstat -s%&

Ethernet* (netif)

bcm-knet

J ip -s link show

J cat /proc/bcm/knet/dstats

Trident 3

J show dropcounters counts
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/var/log/swss/swss.rec
APPL DBADEZAH#AY

B% %51 GAPPL_DB°>SAI(D)
HRE-SEOJTMNEHEINTLNS
default VRFEERLL=VRFT
ERABELEINIIZEELHDITT

redis-dump,
sonic-db-dump TSR

config db

U

FRRouting bgpd

appl db

/var/log/swss/sairedis.rec

SAIDRE-SHEOST

—————————————— frm=— T - - fe

Linux kernel

host interface driver
[ Ros—nipgt |

k/

redis-dump,
sonic-db-dump TSR

1
gent (o=

b

/ asic db

becmemd, bemsh (Broadcom®Di5&)

SAl [~os—mami | ASICOLSRSBEERM ML LD,

ASICDT—HL—rHENERF A ERTEA,

bcmemd “techsupport all’ T2IFHRZHE MK,

INN

A1y FASIC

rontpanel port

© Internet Initiative Japan Inc.

25



VRFHY EVRFEZELODAOYS % L

connectffll, sairedis.reclcCTEEZHRR . EEDH--OJ LT

(2021—@9—23.12:02:28.800878|c|SAI_OBJECT_TYPE_ROUTE_ENTRY:{"dest":"fe8@::1abe:92
ff:fedl:1f46/128","switch_id":"oid:0x21000000000000","vr": "0id:0x3000000000023"
}| SAI_ROUTE_ENTRY_ATTR_PACKET ACTION=SAI_PACKET ACTION_FORWARD|SAI_ROUTE_ENTRY_
| ATTR_NEXT _HOP_ID=0id:0x1000000000033

N

El70) R

o BEBDIPvV6 link local address3i/ Ny hECPUIZEH TR IR E &%

o 0id:0x3000000000023(Ldefault VRF
0id:0x1000000000033(LCPU port

®
REICKVIER SN -VRFADZRDZZFO T BNEh-o1=())
Y—RO—RZHERT 5L FEMEINLE A ST

OOFI'H:O
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src/sonic-swss/orchagent/vrforch.cpp

@@ -115,6 +117,18 @@ bool VRFOrch::addOperation(const Request& request)

}
m_stateVrfObjectTable.hset(vrf_name, "state", "ok"); CLI -
SWSS_LOG_NOTICE("VRF '%s' was added", vrf_name.c_str()); Python

IpPrefix linklocal_prefix = gRouteOrch->getLinklLocalEui64Addr();

T
(—

config db

gRouteOrch->addLinkLocalRouteToMe(router_id, linklocal_prefix);

SWSS_LOG_NOTICE("Created link local ipvé route %s to cpu for VRF %s",
inklocal_prefix.to_string().c_str(), vrf_name.c_str());
Cfg mgr [_Python, C++
/* Add fe80::/10 subnet route to forward all link-local packets

* destined to us, to CPU */

N~

e

o FRRouting bgpd
IpPrefix default_link_local_prefix("fe80::/10"); /

appl db
N~

T
)

asic db
v

gRouteOrch->addLinkLocalRouteToMe(router_id, default_link_local_prefix);
SWSS_LOG_NOTICE("Created link local ipvé route %s to cpu for VRF %s",

efault_link_local_prefix.to_string().c_str(), vrf_name.c_str());
orchagent

{

VAV

syncd C++

Linux kernel

| SAI [(~vs—nir |
host interface driver frontpanel port

[ RO —h R ]\\ frontpanel port
AAYFASIC

frontpanel port
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VRF+BGP unnumbered A& HhvAE L\ (EHEIREE)

o XL
o VRF{ERLEFIZ. IPV6 link local address D #F &3 MIEAEMLT-
o peerzFiRd_EMNTESLKIITEST-

o J4—K/\v:issuebLL THiE . PREH

BGP unnumbered
(IPv4 route via IPv6 nexthop)

i
T

SONIC SONIC Cumulus Linux

Customers VM Server
SONIC SONIC Cumulus Linux
(‘bgpd (FRR) | (‘bgpd (FRR) |

© Internet Initiative Japan Inc.



SRORE., FLOH




SRORE

T4 BEFRELE

PN AR H:
TLRAERGEREE

B R RENMEREL
EEfR.OU . TL AR
avkA—)ILTL—2

© Internet Initiative Japan Inc.

30



FEDH

o FIH—ERAUISHEMIZTSONICEFTAHALTULET
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