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Submariner

End to End Tests [passing Unit Tests 'passing Release Images 'passing

Submariner is a tool built to connect overlay networks of different Kubernetes clusters. While most testing is performed
against Kubernetes clusters that have enabled Flannel/Calico/Canal/Weave/OpenShiftSDN, Submariner should be
compatible with any CNI cluster network provider, as it utilizes off-the-shelf components to establish encrypted tunnels
between each Kubernetes cluster.

Note that Submariner is in the pre-alpha stage, and should not be used for production purposes. While we welcome
usage and experimentation, it is quite possible that you could run into bugs.

https://qgithub.com/submariner-io/submariner ‘ RedHat
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GlobalNet:

169.254.0.0/19

GlobalNet: 169.254.32.0/19
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name: nginx, namespace: default
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GlobalNet: 169.254.0.0/19
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~

$ kubectl -n kube-system get cm coredns -o yaml | head -n 15

apiVersion: vl
data:
Corefile: |
#Llighthouse
clusterset.local:53 {
forward . 10.141.162.221
}
supercluster.local:53 {
forward . 10.141.162.221
}
.:53 {
errors
health {
lameduck 5s

}

NAME

nginx.default.svc.clusterset.local D IP7KL R:169.254.33, submariner-lighthouse-coredns

submariner-operator-metrics

TYPE

$ kubectl -n submariner-operator get svc

CLUSTER-IP

ClusterIP 10.141.162.221
ClusterIP 10.141.85.172

EXTERNAL-I
<none>
<none>




GlobalNet: 169.254.0.0/19 GlobalNet: 169.254.32.0/19
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DNS Agent DNS DNS Agent DNS
Route Route Route Route
Agent Agent curl 169.254.33.168 Agent Agent
| | [ [
target pod: 10.242.2.3 (169.254.32.40) & RedHat

client Pod: 10.241.0.4 (169.254.18.25)
target svc: 10.142.73.136 (169.254.33.168)



$ ip -4 addr show dev vx-submariner
13: vx-submariner: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1450 gdisc noqueue state UNKNOWN group default
inet 240.168.241.21/8 brd 240.255.255.255 scope global vx-submariner

valid_1ft forever preferred_1ft forever

.32.0/19

v gwl

-

gw2
Global Gate Global Gate
Net way Net way

Route Route

Agent Agent

|
node2 \node1

Light Light Light
House House House ™ client
DNS Agent DNS

Route Route

Agent Agent

server || dns |

cluster2GlobalNet3E TD&E1E <
DT VXLANRY R L &5 T _eted |
Gateway/—R~ |

$ ip route show

default via 192.168.241.1 dev etho

10.241.0.0/16 dev weave proto kernel scope link src 10.241.0.1
169.254.0.0/16 dev eth® scope link metric 1002

169.254.32.0/19 via 240.168.241.21 dev vx-submariner proto static

/ 192.168.241.0/24 dev eth® proto kernel scope link src 192.168.241.11

240.0.0.0/8 dev vx-submariner proto kernel scope link src 240.168.241.1

$ ip -d link show dev vx-submariner
15: vx-submariner: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1450 qdisc noq
DEFAULT group default

curl 169.254.33.1¢ link/ether 92:34:a22:38:15:ff brd ff:ff:ff:ff:ff:ff promiscuity 0

vxlan id 100 remote 192.168.241.21 srcport 0 0 dstport 4800 nolearn

client Pod: 10.241.0.4 (169.254.18.25




GlobalNet: 169.254.0.0/19 GlobalNet: 169.254.32.0/19
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I . Network I I
node2 ‘node1 nodel node2
Light Light Light Light Light Light
House || House House ™ client House House House || nginx
DNS Agent DNS DNS Agent DNS
Route Route Route Route
Agent Agent curl 169.254.33.168 Agent Agent
I I | I
client Pod: 10.241.0.4 (169.254.18.25) target pod: 10.242.2.3 (169.254.32.40) @ RedHat

target svc: 10.142.73.136 (169.254.33.168)



1
/$ sudo iptables -S -t nat

<snip>

—-A POSTROUTING -j SUBMARINER-POSTROUTING
—A SUBMARINER-POSTROUTING -j SUBMARINER-GN-EGRESS

—-A SUBMARINER-GN-EGRESS -j SUBMARINER-GN-MARK

—-A SUBMARINER-GN-MARK -d 169.254.32.0/19 -j MARK --set-xmark Oxc0000/0xc0000
—-A SUBMARINER-GN-EGRESS -s 10.241.0.4/32 -m mark —--mark Oxc@000/0xc0000 -j SNAT --to-source 169.254.18.25

\<sn‘ip>

gw2 ger\
Global Gate Global Gate
Net way Net way
Route Route
Agent Agent
|
node2 \node1
Light Light Light
House House House ™ client
DNS Agent DNS
Route Route
Agent Agent curl 16
| |

"\ 254.32.0/19
ar2
etcd
|
—
gw2
Gate Global Gate Global
way Net Way Net
Route Route

$ sudo ip xfrm policy
<snip>
src 169.254.0.0/19 dst 169.254.32.0/19

dir out priority 2087384 ptype main

tmpl src 192.168.241.21 dst 192.168.242.21
proto esp reqid 16401 mode tunnel

<snip>

$ sudo ip xfrm state
<snip>
src 192.168.241.21 dst 192.168.242.21

proto esp spi 0x1l40a764a reqid 16401 mode tunnel

replay-window 32 flag af-unspec
aead rfc4106(gcm(aes))

0x9f44344b333c80b5e9f62ff462cc380e981521f0cc2fb45e15017a562312a849be5f8235 128
client Pod: 10.241.0.4 (1\ anti-replay context: seq 0x0, oseq 0x12, bitmap 0x00000000
<snip>

/




GlobalNet: 169.254.32.0/19

GlobalNet: 169.254.0.0/19
clusteril cluster2
masterd Gateway./—K Miptables)L— mastert
lie api )l/(:ﬁ(,\,Serviced? a0i kube
dns server ClusterlP—Pod7 kL XIZ ser'\J/er A
J DNATL TPod~ J—
etcd etcd
N~ — ~—— —
| [
gw2 gwl / gwl gw2
Global Gate Global Gate Gate Global Gate Global
Net way Net way way Net Way Net
Route Route } Route Route
Agent Agent . Agent Agent
Public g 9
| . Network |
node2 ‘node1 node2
Light Light Light _ Light Light
House || House House ™ client House House || nginx
DNS Agent DNS Agent DNS
Route Route ute te
Agent Agent curl 169.254.33.168 ANt e
I I I !\\~‘--_-——"Ji!

client Pod: 10.241.0.4 (169.254.18.25)

target pod: 10.242.2.3 (169.254.32.40)
target svc: 10.142.73.136 (169.254.33.168)

‘ Red Hat




///;>sudo iptables -S -t nat

-A PREROUTING -j SUBMARINER-GN-INGRESS
-A PREROUTING -m comment --comment "kubern

<snip>

-A KUBE-SERVICES -d 10.142.73.136/32 -p tcp -m commen

<snip>

—-A KUBE-SEP-4I5XE2BCCWVHDHTF -p
—-A KUBE-SEP-A4FGUEZKMLCAJVUL -p
—A KUBE-SEP-FB5TTVHWC6TEALPV -p
<snip>

—A KUBE-SVC-W74WBVT47KWK7FLX -m
—A KUBE-SVC-W74WBVT47KWK7FLX -m
—A KUBE-SVC-W74WBVT47KWK7FLX -m

<snip>
—-A SUBMARINER-GN-INGRESS -d 169.

service portals" -j KUBE-SERVICES

tcp -m comment --comment "defaul inx:http" -m tcp -j DNAT --to-destination 10.242.4.4:8080
tcp -m comment --comment "default/nginXx: -j DNAT --to-destination 10.242.2.3:8080
tcp -m comment --comment "default/nginx:http -j DNAT --to-destination 10.242.1.4:8080

comment --comment "default/nginx:http" -m statistic --mo
comment --comment "default/nginx:http" -m statistic --mode ra
comment --comment "default/nginx:http" -j KUBE-SEP-4I5XE2BCCWVHDHT

254.33.168/32 -j KUBE-SVC-W74WBVT47KWK7FLX <«—

<——— kube-proxylZ&BIL—/L

submarinerlZ&%J/L—IL

~comment "default/nginx:http cluster IP" -m tcp --dport 80 -j KUBE-SVC-W74WBVT47KWK7FLX

random --probability 0.33333333349 -j KUBE-SEP-FB5TTVHWC6TEALPV
-—probability 0.50000000000 -j KUBE-SEP-A4FGUEZKMLCAJVUL

™

J

gw2 gwl / gw2
Global Gate Global Gate ate Global Gate Global
Net way Net way way Net Way Net
Route Route Route Route
Agent Agent . Agent Agent
Public 9 2
| . Network |
node2 ‘node1 node2
Light Light Light _ Light Light
House House House ™ client House House nginx
DNS Agent DNS Agent DNS
Route Route ute te
Agent Agent curl 169.254.33.168 ANt e

client Pod: 10.241.0.4 (169.254.18.25)

target pod: 10.242.2.3 (169.254.32.40)
target svc: 10.142.73.136 (169.254.33.168)

‘ Red Hat



GlobalNet: 169.254.0.0/19 GlobalNet: 169.254.32.0/19
clusteril cluster2
masterl masterl
kube api RYb R api kube
dns server server dns
Mee—  —1 —ro
etcd etcd
N~ — ~—— —
"
gw2 gwl gw2
Global Gate Global Global Gate Global
Net way Net way Net Way Net
Route Route Route
Agent Agent . Agent
Public 9
| N\ _— Network
node2 nodel nodel node2\
Light Light Light Light Light Light
House House House client House House House nginx
DNS Agent DNS DNS Agent DNS
Route Route Route Route
Agent Agent Agent Agent
| \

client Pod: 10.241.0.4 (169.254.18.25)

target pod: 10.242.2.3 (169.254.32.40)
target svc: 10.142.73.136 (169.254.33.168)

‘ Red Hat
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tybhT7 T

AV ARM=IVAE
o subctl
o helm
subctlzZfE>f=A > A—JL
o subctlEHAHrA—k
m curl-Ls https;/get.submariner.io | bash
o BrokerMDiEE
m subctl deploy-broker --kubeconfig <KUBECONFIG>
o broker-infosubmMEREINBD T, SubmarineriEfi 3 3KV 7AF—IZ[E5FEL
o Submariner®FFOA
m BESMUSARZ—TET
e subctljoin --kubeconfig <KUBECONFIG> broker-info.subm --clusterid <ID>
e "IV KTsubmariner-operatorf7F7AAEIN5
o Hé&lEsubmariner-operatorht £ &f+0>TLN B

& RedHat






KubernetesZ75 X 2—#1

(@)

(@)

(@)

(©)

CentOS7
Kubernetes v119.2
Submariner vO.6.1
Weave

KubernetesZ7 5 X2 —#2

(@)

(@)
O
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CentOS/
Kubernetes v1.19.2
Submariner vO.6.1
Flannel
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IRIE (95 RF—H#1)

[centos@sitel-masterl setup]$ subctl show all

Showing information for cluster "kubernetes-admin@kubernetes":
Discovered network details:

Network plugin:
Service CIDRs:
Cluster CIDRs:

Global CIDR:

CLUSTER ID
sitel
site2
sitel

GATEWAY
site2-gwl

NODE
sitel-gwl
sitel-gw2

COMPONENT
submariner
submariner-operator
service-discovery

weave-net
[10.141.0.0/16]
[10.241.0.0/16]

169.254.0.0/19

ENDPOINT IP
192.168.241.
192.168.242.
192.168.241.

HA STATUS
active
passive

PUBLIC IP CABLE DRIVER
21 strongswan
21 strongswan
22 strongswan
CLUSTER REMOTE IP
site2 192.168.242.21
SUMMARY

A1l connections (1) are established
There are no connections

REPOSITORY

quay.io/submariner
quay.io/submariner
quay.io/submariner

TYPE
Tlocal
remote
Tlocal

CABLE DRIVER
strongswan

oo <

SUBNETS
169.254.32.0/19

STATUS
connected

‘ Red Hat




IRIE (95 RF—#1)

NAME STATUS ROLES AGE VERSION

sitel-gwl Ready <none> 16h  v1.19.2

sitel-gw2 Ready <none> 16h v1.19.2

sitel-masterl Ready master 16h v1.19.2

sitel-nodel Ready <none> 16h v1.19.2

sitel-node2 Ready <none> 16h v1.19.2

NAMESPACE NAME READY  STATUS RESTARTS  AGE  IP NODE NOMINATED NODE
READINESS GATES

default centos-69cchb76b8-4dond 1/1 Running 0 9h 10.241.240.2 sitel-nodel <none> <none>
default centos-69ccb76b8-hw216 1/1 Running 0] 9h 10.241.96.3 sitel-gw2 <none> <none>
default centos-69cchb76b8-s4x91 1/1 Running 0 9h 10.241.192.3 sitel-node2 <none> <none>
kube-system coredns-f9fd979d6-8p7j8 1/1 Running 0 10h 10.241.192.1 sitel-node2 <none> <none>
kube-system coredns-f9fd979d6-r1z25 1/1 Running 0 16h 10.241.96.1 sitel-gw2 <none> <none>
kube-system etcd-sitel-masterl 1/1 Running 0 10h 192.168.241.10 sitel-masterl <none> <none>
kube-system kube-apiserver-sitel-masterl 1/1 Running 0 16h 192.168.241.10 sitel-masterl <none> <none>
kube-system kube-controller-manager-sitel-masterl 1/1 Running 0 16h 192.168.241.10 sitel-masterl <none> <none>
kube-system kube-proxy-29bz9 1/1 Running 0 10h 192.168.241.11 sitel-nodel <none> <none>
kube-system kube-proxy-4lwhf 1/1 Running 0] 16h 192.168.241.21 sitel-gwl <none> <none>
kube-system kube-proxy-bcp8d 1/1 Running 0 16h 192.168.241.10 sitel-masterl <none> <none>
kube-system kube-proxy-psjst 1/1 Running 0 10h 192.168.241.12 sitel-node2 <none> <none>
kube-system kube-proxy-rh612 1/1 Running 0 16h 192.168.241.22 sitel-gw2 <none> <none>
kube-system kube-scheduler-sitel-masterl 1/1 Running 0 10h 192.168.241.10 sitel-masterl <none> <none>
kube-system weave-net-2wjc6 2/2 Running 0 16h 192.168.241.10 sitel-masterl <none> <none>
kube-system weave-net-mvn9n 2/2 Running 0 10h 192.168.241.21 sitel-gwl <none> <none>
kube-system weave-net-wlcvp 2/2 Running 0] 10h 192.168.241.12 sitel-node2 <none> <none>
kube-system weave-net-wpgiw 2/2 Running 0 16h 192.168.241.22 sitel-gw2 <none> <none>
kube-system weave-net-x2tnf 2/2 Running 0 10h 192.168.241.11 sitel-nodel <none> <none>
submariner-operator submariner-gateway-rmc82 1/1 Running 0 9h 192.168.241.22 sitel-gw2 <none> <none>
submariner-operator submariner-gateway-wv6ks 1/1 Running 0 16h 192.168.241.21 sitel-gwl <none> <none>
submariner-operator submariner-globalnet-dht4f 1/1 Running 0 9h 192.168.241.22 sitel-gw2 <none> <none>
submariner-operator submariner-globalnet-khw5m 1/1 Running 0 106h 192.168.241.21 sitel-gwl <none> <none>
submariner-operator submariner-lighthouse-agent-6449c8786f-mztcs 1/1 Running 0 10h 10.241.240.1 sitel-nodel <none> <none>
submariner-operator submariner-lighthouse-coredns-869db5bfb8-ghgér 1/1 Running 0 106h 10.241.192.2 sitel-node2 <none> <none>
submariner-operator submariner-lighthouse-coredns-869db5bfb8-nkfm2 1/1 Running 0 106h 10.241.96.2 sitel-gw2 <none> <none>
submariner-operator submariner-operator-5954fd57b9-zqx9p 1/1 Running 0 10h 10.241.0.2 sitel-gwl <none> <none>
submariner-operator submariner-routeagent-fn46d 1/1 Running 0 106h 192.168.241.11 sitel-nodel <none> <none>
sybmariner-operator submariner-routeagent-nfpt6 1/1 Running 0 16h 192.168.241.22 sitel-gw2 <none> ‘ Red Iﬁﬁ’f“”
sybmariner-operator submariner-routeagent-pkkém 1/1 Running 0 10h 192.168.241.21 sitel-gwl <none> none>
sybmariner-operator submariner-routeagent-sffds 1/1 Running 0 106h 192.168.241.12 sitel-node2 <none> <none>




IRIE (95 RF—#2)

[centos@site2-masterl setup]$ subctl show all

Showing information for cluster "kubernetes-admin@kubernetes":
Discovered network details:

Network plugin:
Service CIDRs:
Cluster CIDRs:

CLUSTER 1ID
site2
sitel
site2

GATEWAY
sitel-gwl

NODE
site2-gwl
site2-gw2

COMPONENT
submariner
submariner-operator
service-discovery

ENDPOINT IP
192.168.242.
192.168.241.
192.168.242.

HA STATUS
active
passive

generic
[10.142.0.0/16]
[16.242.0.0/16]

PUBLIC IP CABLE DRIVER

21 strongswan

21 strongswan

22 strongswan

CLUSTER REMOTE IP

sitel 192.168.241.21
SUMMARY
All connections (1) are established
There are no connections

REPOSITORY

quay.io/submariner
quay.io/submariner
quay.io/submariner

TYPE
Tlocal
remote
local

CABLE DRIVER
strongswan

[cHoNoR S

SUBNETS
169.254.0.0/19

STATUS
connected

‘ Red Hat




IRIEE (95 RF—#2)

NAME STATUS
site2-gwl Ready
site2-gw2 Ready
site2-masterl Ready
site2-nodel Ready
site2-node2 Ready
NAMESPACE

READINESS GATES
default

default

default

kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system
submariner-operator
submariner-operator
submariner-operator
submariner-operator
submariner-operator
submariner-operator
submariner-operator
submariner-operator
submariner-operator
sybmariner-operator
sybmariner-operator
sybmariner-operator

ROLES AGE VERSION

<none> 16h  v1.19.2

<none> 16h v1.19.2

master 10h v1.19.2

<none> 16h v1.19.2

<none> 16h v1.19.2
NAME READY
hello-site2-5c48dfcd96-6mk2z 1/1
hello-site2-5c48dfcd96-cq8pl 1/1
hello-site2-5c48dfcd96-f5zbg 1/1
coredns-f9fd979d6-68z88 1/1
coredns-f9fd979d6-rrwcx 1/1
etcd-site2-masterl 1/1
kube-apiserver-site2-masterl 1/1
kube-controller-manager-site2-masterl 1/1
kube-flannel-ds-621js 1/1
kube-flannel-ds-9gxp6 1/1
kube-flannel-ds-f28v5 1/1
kube-flannel-ds-q72qc 1/1
kube-flannel-ds-rwstq 1/1
kube-proxy-4vdzv 1/1
kube-proxy-g5cj2 1/1
kube-proxy-kg2jr 1/1
kube-proxy-174q6 1/1
kube-proxy-sfszz 1/1
kube-scheduler-site2-masterl 1/1
submariner-gateway-92nr4 1/1
submariner-gateway-dtqg42 1/1
submariner-globalnet-4jrkf 1/1
submariner-globalnet-8tsbg 1/1
submariner-lighthouse-agent-74cddbdf59-wlkb9 1/1

submariner-lighthouse-coredns-869db5bfb8-4jt8g 1/1
submariner-lighthouse-coredns-869db5bfb8-1n9jm 1/1

submariner-operator-5954fd57b9-t54zz
submariner-routeagent-ghpfl
submariner-routeagent-jxx5n
submariner-routeagent-sxhsw
submariner-routeagent-z5576

1/1
1/1
1/1
1/1
1/1

STATUS

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

RESTARTS

[eNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNol

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

.242.
.242.
.242.
.242.
.242.

.168.
.168.
.168.
.168.
.168.
.168.
.168.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

APwWwphbwnN
NN DDD

242.
242.
242.
242.
242.
242.
242.
242.
242.
242.
242.
242.
242.
242.
242.
242.
242.
242.

10.242.4.3
10.242.2.3
10.242.3.3
10.242.2.2

192.168.242.
192.168.242.
192.168.242.
192.168.242.

NODE

site2-nodel
site2-node2
site2-gw2
site2-node2
site2-gw2
site2-masterl
site2-masterl
site2-masterl
site2-gw2
site2-node2
site2-masterl
site2-gwl
site2-nodel
site2-nodel
site2-gw2
site2-node2
site2-gwl
site2-masterl
site2-masterl
site2-gwl
site2-gw2
site2-gw2
site2-gwl
site2-gw2
site2-nodel
site2-node2
site2-nodel
site2-nodel
site2-gwl
site2-gw2
site2-node2

NOMINATED NODE

<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>

<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>

<none> ‘ Red IiFé’E“”
<none> none>

<none>

<none>




Submariner® 4%




O—k<v7

Support more CNI Plugins
o ovn-kubernetes, cilium, xKE/xKS, etc...
More fexible IPsec topology
More tunneling options
o OpenVPN, VXLAN, IPInIP, ..
Network Policy support accross clusters
o coastguard https:/github.com/submariner-io/coastquard
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https://github.com/submariner-io/coastguard

Red Hat is here to help

Responding to COVID-19 requires collaboration,

m linkedin.com/company/red-hat transparency, and the free exchange of expertise.

n youtube.com/user/RedHatVideos
& RedHat



https://www.redhat.com/en/about/here-to-help

