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ONF Reference Designs b,

« NTTTI(IONF (Open Networking Foundation)(CE&h0U. Z&iwmEEHEL TL\3,

« ONFOFAREBIOFEIEEL T LT ORAMT D EFHCH OICEDBE 5 E25&K(2018.6).
42 (FRD-UPANICEWT, P4/StratumDiEEFrIU7 (CHIFDI1—RT —A%&ZHAmLU T\,

RD-SEBA (SDN Lightweight reference design R-CORD AT&T, Deutsche Telekom,
Enabled Broadband supporting a multitude of virtualized NTT, Turk Telekom
Assess) access technologies at the edge of

the carrier network, including PON,
G.Fast,DOCSYS and more.

RD-Trellis SDN-native spine-leaf data center Trellis Comcast
fabric optimized for edge applications.

- . |
RD-UPAN (Unified, Next generation SDN reference Stratum China Unicom, Deutsche
Programmable & design, leveraging P4 to enable Telekom, Google,

Automated flexible data plane programmability NTT, Turk Telekom
Network) and network embedded VNF . .

acceleration 3 < DEVD#E A 1E1E
RD-ODTN (Open Open multi-vendor optical networks ODTN China Unicom, Comcast,
Disaggregated NTT

Transport Network)

NTT4 JL—T A5 (ELRD-SEBA(VOLT). RD-UPAN(I v /P4/Stratum). RD-ODTN (ODTN) (21N

@ ¢ ONF Reference Designs ( https://www.opennetworking.org/reference-designs/) &Y35|FH
NTT

Copyright©2018 NTT corp. All Rights Reserved. 3
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o Stratum(d. SDNEFHIEHZEIRE U=V BHEEE R ZISEUI XMV FOSTHD.

gNOIEIERA 5T T— ZEAIE,

ERINAFVI BB U XY F THOTER— IR FERTHIEI I 21z8H(CP4Runtime - gNMI -

AATIN

SDNJYMI-5 (ONOSZ) ..
P4 IP4Runtime [gNMI I gNoI PAT0) S L\ EBRELIE A F
— — >~ OSICHLT 3DDIFENLTE
1) RMTS54E8F 2) KAI'S5A il 3) TINA RERTE 4) TINARARL=33> FEE| R =
K—-poiEsrIvF-7 Nl BEF-TIPO7Y BEROREREY || 7 IVEFPT /12572
33> oERSETt N S ERESmE BSAR - (BIRINEREME || N BREERCEEN
A1YFOS(Stratum)
~
G G
AMYFOSHIDHEEREIRIZZ=VI
vatchy LALMA >~
AT > Parse > Wion K[ >| Send > BT (7 (BIREBGPREDI —T 4>
NTYN | = gParuntimeZ &N UREIY MNI—
ot E=prs B
WERIELAY (FyT BORIEERERIL) IVRIDIAEEL TR SARTE)
7
Fixed Programmable Newer
ASIC ASIC ASIC
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P I t (i Innovative R&D by NTT
NTT Confidential
° P4 .
[]

High-level Language for
Programming Protocol-independent Packet Processors D%

o J\OYREZIFEOLTHS, ZOF B0 TRIBZITVEDEIET (-9 —)
OENVERECINT BIzD T 5= =355

. MFEOTORIIICHIFET,
Iy MBI BT #RZ2EIR TER]

(Protocol-independent)

o AR\ I*‘Ox?@&ﬁ%ﬁi“ﬁ’e‘@”, _
} \b‘\} I\O)LIEO)W@%% t gé.ﬂ Target Independent : %
P4 is suitable for describing everything from high - performange forwarding ASI Cs. ting.apply
(Ta rget Independent) Field Reconflgurable

https://p4.org/ &Y 5| FH

® NTT Copyright©2018 NTT Corp. All Rights Reserved. 6
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« CPU. FPGA. NPU. Z1/YFASICEL DIz 24k T )\ A AFE R (T L TLVB,
o PA(C(FIRTE 2 DDMEAERIN =232 (P44, / P4 )MRTEL. EBSEX T ANMRT.
7 I\1 A&7 IL—LT—-H6) JAS1=514/NV56) Yik—bMPAN-T3>
CPU BMv2 P4.org P4_14/16
SDNet Xilinx P4_16
FPGA
Smart
NIC NP4 Netcope P4_14
NPU Agilio Netronome P4_14/16
Switch-ASIC Tofino Barefoot P4_14/16
2¢2018.10f5 =

®) NTT
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P4£P4 runtime -

P4 : F)\A ZEMFRILL. RAYFHEDLS() oy MALIE I BN E R
INATSAZDIBE(EDT1 =L RE—ET 2N EARTIIADERITIDINE).
P4Runtime : BEIERIREELBEDR(YF THAN. TOJSNTILTHIM BRI, PASETENEN
IBTESN TV IHREZ I T 218D (CEFE I BAPI,

(3> dO-IIV V]

L. |:> PAFOYS s m VNI

P43>)\15
| L ]
P4 <L P4ARuntime
JAFY \
I
P477”“|/ﬁﬁﬁ \{I/— {;'\—gjol/)]
J L
A e " J 5|
o 1\ o o “
}\7J I\ > % }\°_.U._ N V‘y?’/ :FJ_—/ o~ V\ya—-/ |:—) }\7J I\ ~
1= 733> Ny || 702> [ o >
ingress egress
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A INASHB2D0I714 IV E BT .

OP4infod7HIL (A—5vREERF) : > —-ILTL -0 5HIEIT 2z EBRT—TILIDRED
X ISBEMERNEIN . SMEBT> bO—3(ICDT7A IV 2 SBURNSST -4y b )N 2% Hll 1,
QINAFVI7AIN (A=TYMKF) AREBDI-TYNTINAREUIET =T —->T74 ),

- 1A 0Tr N EEER | FYRE-AILY] et ke
=, I -P4infod7 1)L (9—4'y NEKTF) ‘ orOes
L,/ - NAFUTFAI (9—5yMKTF) ' s
P4TY/(45 %mm A )
e .— “ “
rl ZRIANTEI-Tvh
S anle DU BRI
E— T |
! test.p4info < test.p4info v test.pdinfo
P4Runtime P4Runtime P4Runtime
control server I control serve{ control server
_I driver | driver |
> Switch A Switch B Switch C
e . ; ~

® NTT Copyright©2018 NTT Corp. All Rights Reserved. 10



NTTOIL—RAT—X

——y

Innovative R&D by NTT

NTT Confidential

Copyright©2018 NTT Corp. All Rights Reserved.

11



TRV PT—IDAA-Z ..

o FFEORYRI-I(CBNTIE, H—EXDZEE -HIERICHTU T, FERINDFERICKTIET D). 0
JISXEVTAHEREINDEEZBND.
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@_/ ;[%ﬁ ]-( VNF infrastructure ]I
Subscriber Edge Edge Cloud T
' BNG) i i Edge datacenter

access

FTTH FTTH
NIITLAB-ER « Y-EAOEE -HIGRICHDE. Ry b —-IiEEE uR(CHR M
MIAEEF (CREIL «  FILWEBEZIRDI VBB PRERTEUHRAINA X' eI EE

® NTT Copyright©2018 NTT corp. All Rights Reserved. 12



P4/Stratum®I1—A5—A .
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® BNGOTA A7V —23> (VNFATIO-R)
@ BiEmMENTIRAL (In-band Network Telemetry)

*hF BNGDTARTTUF— 3> BEREOATRIEE
(VNFDAZ70—F) (In-band Network Telemetry)

A NW®D#EFIE WY —E iR

RS HEE RIKORBEIENWTIE, SELMERE IRONWEBTIX, K EEZDH
HT=OIZIFT—/\EENBEHY., H—EXRICHIIT . BELRELED
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HEED—EBERAVFAAT7O—Ra g TIEHRZEIFAIEE
EIEY, =/ \DIBEREHEINZSH &
MNTE3

® NTT Copyright©2018 NTT corp. All Rights Reserved. 13



A-A9—A1 BNGODFAAPIVHF—-33>(1/2) .

RzBELTWS,
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HYO#Bd D2 415 .4

P4/Stratumz AV 1—AT—AER (I T, IRE F oD - #8572 hto.
@ P4Runtime®ZEZEIRTOMER

@ P4(CELB/N\—RUIFATO—ROEIRMEOHESR (PPPOEAYSDZTIA)

® PAICLBINTOEIREDOHE

@ P4Runtime @ PPPOEAYH (DZEHR 3 INT
ONOS |
A>h0-3 ONOS ‘ Tofino CLI ey
1 Bmv?2 Bmv2
Bmv2 Bmv2
Bmv2:YIRNII7AA(YF
Bmv2:YIKII7AA(YF
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@® P4Runtime®=FEIKR (1/2) —n

« P4RuntimelZ. 2018.6(THkR5T MIFIXENTz.

« ONOSI>MO-ZEFINAR(VINIIT A YF ) B DBIEZF v T F v - Wireshark CAEATI 3L T,
P4RuntimeDEFEINAZHAETI .

« ONOS wikiOF1—RNJ7) (%) Z3ENhE,

p4runtime.protolZ & 2@ {E N A
test.pdinfo
service P4Runtime {
rpc Write(WriteRequest) returns (WriteResponse) {} 1> hO-35
rpc Read(ReadRequest) returns (stream ReadResponse) {} '
rpc SetForwardingPipelineConfig(SetForwardingPipelineConfigRequest) ‘ JEL: AEEX v TFv
returns (SetForwardingPipelineConfigResponse) {} Eﬁﬁ;ﬂﬂ'é
rpc GetForwardingPipelineConfig(GetForwardingPipelineConfigRequest) L
returns (GetForwardingPipelineConfigResponse) {} | PAruntifii€.proto ]
rpc StreamChannel(stream StreamMessageRequest) t )
returns (stream StreamMessageResponse) {} === = [ostedinio
} I P4Runtime .
I control server 1
https://github.com/p4lang/p4runtime/blob/master/proto/p4 : |
/v1/p4runtime.protodkl) , | {REBSwitch |
|
\ - |
mininet

$CONOS wikiDF1—r)T7ILEKY
https://wiki.onosproject.org/display/ONOS/P4Runtime+support+in+tONOS

® N TT Copyright©2018 NTT corp. All Rights Reserved. 19




@® P4Runtime®D=EFIRR (2/2) —n

« Bmv2IERIR(CHITBPARUNtimeDEFIRIL .
« ONOS®bmv2E TOgRPCAR—AMIBIEIIERFH Chrd &R
- SetForwardingPipelineConfig Request TIEBmv2DjsonJ7 A ILZXIERE,
« ONOSOGUINSIYNI—=IDIERH LUT )1 ADIBIRH TR TED,
» IR7E. ONOS&barefootDA(wFZ &L, BIERICE{EZ AT,

[SetForwardingPipelineConfig RequestD 5l ]

1 b, . . “max_size” : 1024,
2 “with_counters” : true,
§ 3 “support_timeout” : false,
o 4 “direct_meters” : null,
5 “action_ids” : [5, 4, 3, 0],
6 “actions” : [“ingress. table0_control. set_egress_port”,
“ingress. table0_control. send_to_cpu”, “ingress. table0_control. set_next_hop_id”,
“_drop”],
7 “base_default_next” : “tbl_act_2”,
8 “next_tables” : {
9 “ingress. table0_control. set_egress_port” :
“tbl_act_2",
Wireshark Tl /Ay A Ml EZR <. | 10 “ingress. table0_control. send_to_cpu” : “tbl_act_2",
11 “ingress. table0_control. set_next_hop_id” :
| o ——
459 “intr insic_metadata. FeCTrouTate—rros—
460 [“standard_metadata”, “recirculate_flag”]
461 ]
462 1.
463 “program” : “basic.p4”,
464 “_meta_ " :
465 “version” : [2, 18],
466 “compiler” : “https://github. com/p4lang/pdc”
467 }
468 }

20




@ P4ICLBPPPOEAYADZEHADER (1/2)

—

Y

ovative R&D by NTT

e PPPOE/\Zw = L2TP)\ow NCEIRTBZAVS ) I—RZ2P4_14TERK
— IER(CHE(CERNT]EE (4001TI2E)
« Barefoot SDEZFAVVTAAYF EICEE,

PPPOE.p4 (P4_14)

/********** headers **********/

header_type pppoe_t {
fields {
ver 4,
pktType : 4;
code :8;
sessionld : 16;
payloadLength : 16;
ks

/********** parser **********/
/********** action **********/
/********** table **********/

/********** control *

~

(BT -4 h&)

/

T—ILIEHR

PPPOE.p4

s00i7i2EE

Tofino CLI

/
/
/
/
/

// Barefoot SDE

Barefoot SW

Copyright©2018 NTT corp. All Rights Reserved.
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@ P4Ic&BPPPOEAYAYDZERDRE (2/2)

Innovative R&D by NTT

o GHBREELDZEDU Ty MEDDNL .. SERUIHEEEN' BIF I DR
o FEEOLIEC N=RITTZA(YF LTI\ bOZIEEMEN ] EE,

NAOXREL

L2TP
10G
L1110 L7 e—

I)EA IXIA
Barefoot SW

PPPOE

Frame 1: 974 bytes on wire (7792 bits), 974 bytes captured (7792 bits) on interface @

802.1Q Virtual LAN, PRI: @, DEI: @, ID: 1@@1l » Internet Protocol Version 4, Src: 10.3.0.2, Dst: 100.9.9.1
Protocol, Src Port: 1781, Det Port: 17871

» Frame 1: 1660 bytes on wire (8880 bits), 1680 bytes captured (8868 bits) on interface 8
Ethernet II, Src: MS-NLB-PhysServer-06 Ba:0e:ff:f3 (82:06:0a:0e:ff:f3), Dst: Rivertre 8 » Ethernet II, Src: Cisco 09:08:81 (88:12:81:08:88:81), Dst: Alaxalall e3:8b:bb (BB8:12:e2:e

PP-over-Ethernet Session
eeel .... = Version: 1

. @081 = Type: 1 PPPOE

Code: Session Data (Bx88)

Layer 2 Tunneling Protocol
I Packet Type: Data Message Tunnel Id=61847 Session Id=64793

L2TP

Tunnel ID: 61847 ‘4;::;

Session ID: 64798 J
T et ST ; Point-to-Point Protoco?

Internet Protocol Version 4, Src: 2.2.2.2, Dst: 1.1.1.1 b Internet Protocol Version 4, Src: 2.2.2.2, Dst: 1.1.1.1

User Datagram Protocol, Src Port: 68002, Dst Port: 66@@l » User Datagram Protocol, 5rc Port: 68002, Dst Port: 68661

Data (916 bytes) v Data (916 bytes)

)

Session ID: 8xBeel
Payload Length: 946

® NTT Copyright©2018 NTT corp. All Rights Reserved.
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h

Innovative R&D by NTT

. INT(In -band Network Telemetry) ELONOSZFRUVVZINTEREZHER,
« ONOS wikiQINTF1— N7 )L Z2{EH.

Snbandy (592 AT — I DRE

4 DelayS2—S3

A Delay S1—82

Ll
t

A Delay S1—54

i
t
4 Delay S4—S3

Ll
t

\
I
|
BMv2 |
1| Switch #3
1
I Switch #2
I : Switch #1
BMv2 | N

e Switch ID
ONOS * Ingress/Egress timestamp
* Hop latency
HERRD y
j D _O);FRLJE Switch #2
Switch #1
A — A1 S -
| [ Switch
|
: | #2 BMv2
Switch #1 ||
Nk :
|
|
\
" mininet,
AYAl
End-host

End-host ‘

5% ONOS wikiDINTFa—kr) 7L LY

HinfluxDB RS,
88 8 Grafana

INT CoIIector

https://wiki.onosproject.org/display/ONOS/%28INT%29+In+Band+Network+Telemetry+with+ONOS+and+P4

®) NTT
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@ PAICLBINTOEREDHEER (2/3) ...

SWitCh SWitCh Frame 1: 488 bytes on wire (3984 bits), 488 bytes captured (3984 bits)
#2 #4 . Internet Protocol Version 4, Src: 10.192.19.180, Dst: 127.0.0.1
User Datagram Protocol, Src Port: 8, Dst Port: 54321
+ INT-Report Protocol Data
» Telemetry Report Fixed Header
SW Ch SW Ch Encapsulated Header
1 » INT Shim Header for TCP/UDP
INT metadata Header
« INT metadata

l » Switch metadata #3

End-host \ ¥ Switch metadata #2 SWitCh #2

End-host N\:F'\v ja:.v Switch ID: 226

Ingress port ID: 1
Egress port ID: 2

ggde eevd .... .... v memeowees = Queds TH: 8
A BEBB BHEB GBBB 2288 = Queue Occupancy: @
Ingress Timestamp: 1813184455
Egress Timestamp: 1813184488
PBG 08B .... .... sviv suur sauww osaas = Queue ID: @

vee .... OO0 BE0D BOOD BOCE POOE BOEY = Queue Congestion: @

\| Hop Latency: 25

mEas s rmaEmEas ¥ Swltch metadata 1
g witch #1
-------- o [ Switch ID: 284 Switc

........ Ingress port ID; 3
Egress port ID: 1
Hop Latency: 7

1 13 5 B0 29 o0 c2 Gb cd4 11 29 B8 B¢ INT){Q_“ g 0008 8900 .... .... civr seie seen seae = Queue ID: 8@
00 B0 00 PO 6@ 60 00 @1 @6 60 13 89 60 60 7 cese ese. O02O BO2E GOCO 2200 0009 0880 = Queue Occupancy: @
00 10 00 80 ff 0 bd c@ 36 37 38 39 3@ 31 Swiitgh %3 INT META DATA ) Ingress Timestamp: 1014186277
34 35 36 37 38 39 2B 31 32 33 34 35 36 37 J[ Switch #2 INT META DATA I Egr'ess Tirlestarlp' 1814186284
38 31 32 33 34 35 36 37 38 39 38 31 32 33 Switch #1 INT META DATA oGl St o e T0E @
36 37 38 39 36 31 32 32 34 35 36 37 38 39 FEoreeomomeeemees it sz R e e e .
32 33 34 35 36 37 38 39 30 31 32 33 34 35 A= R 0000 000D 0000 000D 0000 PEER = Queus Congestion: O
» INT Tail Header

® NTT Copyright©2018 NTT corp. All Rights Reserved. 24



® P4ICLBINTDEE

Collector IP 127.0.01

Src Address [10.0.0.11

Collector Port 54321

Dst Address 10.0.0.22 Src Port

'I‘id)iﬁnﬂs\ (3/3)

-

Innovative R&D by NTT

ONOSOINTREEE | e o\ oS + ¢ RO S —EH

Dst Port 5001 Protocol [UDP *

# Switch Id # Port Id # Hop Latency ¥ Queue Occupancy # Ingress Timestamp # Egress Timestamp # Egress Port Tx Utilization

Installed INT Intents (1 total)

Dashboards

Data Sources

admin

Main Org.
Grafana admin

Sign out

SRC ADDRESS DST ADDRESS

New dashboard

Flow Latency

18:30 13:19:00 13:19:30

5001, proto=17.mean

Hop Latency (s21)

3:19:00 13:19:30

flow_hop_latency,10.0.0.11:3! 5001, proto=17 sw_id=21 mean

il M\

BIFIEH D ZRA H]

SRC PORT

DST PORT

Hop Latency (s11)

150

»«W »”WNV“J ’m W

Lsw_id=11.mean

Hop Latency (s12)

N,

13:20:00 3 13:21:30 13:17:00 13:17:30

flow_hop_latency,10.0.0 11:39129-> ).0.22°5

Copyright©2018 NTT corp. All Rights Reserved.

B covicei

B

1320:30 13:21:00

25



P4i%EEZEL T, hhokce ...

P4Runtime®=EEMEA TET TS,

P470|:|9 3:/7 (j:FEﬁ Eéo
Fa1—RNJ7ILHEE>TD,
HEITEEOI-T 1) TIEEOMENA(YF THRIRTE S,

AT DIRIGABER(CESS
IR, T/ RKFEPIOMFE

M—hES. W-AEF07 /)1 MKFERZZREURINEVIRVNZEHD
IREIERS, BarefootZAYyF(@P4_14[COHHIIE (BRIEFP4_16(CEXTR)
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N

Innovative R&D by NTT

P4LJ0I SXTNAAYFEFBWEBNGDT A A7 UT =332 DPoCENTT NSIHRACRMEFE(11H)
@ Disaggregate PPPoOE/L2TP Function with P4 program
@ In-band-network telemetry with P4 program

INT Collector

in-band-network telemetry(C KD T
&Y MO —UlEikErIHE

* r A N 4 Delay L1—82 4 Delay L2—S1
* — > | | gl ey e
S5 e | Ll dilll
. e 1,
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» 15t STEP P4 use cases

» ONOS/Stratum integration
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Evaluate P4 Use cases for BNG

» Disaggregate PPPoE Function
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Apply P4/stratum for BNG
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