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® “OpenFlow (snip...) define data flows using software—a sort of
“software-defined networking.””
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Pri=116, {in_port=6, dstMAC=FFFFFF} => {output=2,7}

Pri=115, {in_port=1, dstMAC=FFFFFF, srclP=A1} => {output=7,6}
Pri=114, {in_port=2, dstMAC=FFFFFF, srclP=A1} => {output=7,6}
Pri=113, {in_port=3, dstMAC=FFFFFF, srcIP=A2} => {output=7,6}
Pri=112, {in_port=4, dstMAC=FFFFFF, srclP=A2} => {output=7,6}_|

Pri=111, {in_port=7, dstMAC=FFFFFF} => {output=1,6}
Pri=110, {in_port=8, dstMAC=FFFFFF} => {output=2,5}
Pri=109, {in_port=5, dstMAC=FFFFFF} => {output=1,6}
Pri=108, {in_port=6, dstMAC=FFFFFF} => {output=2,5}

Pri=107, {in_port=1, dstMAC=FFFFFF, srclP=A1} => {output=5,6}
Pri=106, {in_port=2, dstMAC=FFFFFF, srclP=A1} => {output=5,6}
Pri=105, {in_port=3, dstMAC=FFFFFF, srclP=A2} => {output=5,6}
Pri=104, {in_port=4, dstMAC=FFFFFF, srclP=A2} => {output=5,6} |
Pri=103, {in_port=1, dstMAC=FFFFFF} => {output=NONE}

Pri=102, {in_port=2, dstMAC=FFFFFF} => {output=NONE}
Pri=101, {in_port=3, dstMAC=FFFFFF} => {output=NONE}
Pri=100, {in_port=4, dstMAC=FFFFFF} => {output=NONE}
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Pri=112, {in_port=7, dstMAC=FFFFFF} => {output=5} < &l
Pri=111, {in_port=7, dstMAC=FFFFFF} => {output=1,6}« &t =Nn3
Pri=110, {in_port=8, dstMAC=FFFFFF} => {output=2,5}

Pri=109, {in_port=5, dstMAC=FFFFFF} => {output=1,6}

Pri=108, {in_port=6, dstMAC=FFFFFF} => {output=2,5}

Pri=107, {in_port=1, dstMAC=FFFFFF, srclP=A1} => {output=5,6}
Pri=1086, {in_port=2, dstMAC=FFFFFF, srclP=A1} => {output=5,6}
Pri=105, {in_port=3, dstMAC=FFFFFF, srcIP=A2} => {output=5,6}
Pri=104, {in_port=4, dstMAC=FFFFFF, srclP=A2} => {output=5,6}
Pri=103, {in_port=1, dstMAC=FFFFFF} => {output=NONE}
Pri=102, {in_port=2, dstMAC=FFFFFF} => {output=NONE}
Pri=101, {in_port=3, dstMAC=FFFFFF} => {output=NONE}
Pri=100, {in_port=4, dstMAC=FFFFFF} => {output=NONE}
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i=1004, {in_port=1, dstlP=a.a.a.a} => {output=7} < &l

03, {in_port=5, dstIP=b.b.b.b} => {output=1}

11002, {in_port=2, dstIP=b.b.b.b} => {output=6}
11=1001, {in_port=6, dstiP=a.a.a.a} => {output=2}
)7 Pri=1000, {in_port=1, dstlP=a.a.a.a} => {output=5} « st =3

Pri=1004, {in_port=7, dstlP=a.a.a.a} => {output=5} < &/l
Pri=1003, {in_port=5, dstlP=b.b.b.b} => {output=1}
Pri=1002, {in_port=2, dstIP=b.b.b.b} => {output=6}
Pri=1001, {in_port=6, dstlP=a.a.a.a} => {output=2}
Pri=1000, {in_port=1, dstlP=a.a.a.a} => {output=5}
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B BGP MPLS-based Ethernet VPN (RFC7432)
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» (SFC) Architecture Principle in RFC7665

1. Topological independence: no change to the underlay network forwarding
topology - implicit, or explicit - are needed to deploy and invoke SFs or SFCs
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® Policy Based Forwarding
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I SDN revisit
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“... very important to reduce ideas to practice. ... the solutions | invent need to be

A4 INR—=>3>

“sufficient” to solve the problem; they should be as simple as possible, but the system has
to really run, and it has to run with good enough performance.”, Barbara Liskov
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KDDI Corp. Proprietary

Moin

13


https://www.computer.org/csdl/mags/ds/2005/02/o2002.pdf
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4. Lessons Learned
® Network Architecture
® Control system Architecture

5. SDN revisit
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I What's SDN anots

B Control plane(Routing/Signaling) / Data plane(Forwarding) Separation

® Provide Data plane programmability
» Achieve arbitrary forwarding

B Interview to Dr. Nick McKeown
® Kate Greene, “TR10: Software Defined Networking,” MIT Technology

Review, Mar. 2009,
http://www2.technologyreview.com/article/412194/tr10-software-defined-networking/

® “computer scientists have dreamed up ways to improve networks’ speed
reliability, energy efficiency, and security. ... the routers and switches at

the core of the Internet are locked down,...”

® “OpenFlow ... define data flows using software—a sort of “software-
defined networking.””

Vp—. KDDI Corp. Proprietary 19



I Motivation narots

B Wide Area Virtual Switch 2 (WVS2)
® Security Appliance Cloud

« Ownership to Usership  Service Chaining SDN
— Cloud model — D-plane programmability ==
— Pay-as-you-go » Automation & Abstraction

» Self-service — CFS to RFS mapping

& On-demand provi.
The Internet
Self-service
The Intemet . i Portal
Redundancy/BSP Security .A_p‘pllances
Carrier G —|| 4% mv
. arrier Grade = e = L‘ o _
LAC
1 KDDI W\S 2
.= INntranet Firewall ___

Deploy various equipment L] L]

50 & 50 X}y = =)
Z) & 5O X pd

Require redundancy, management, maintenance

. CFS: Customer Facing Service
Von KDDI Corp. Proprietary RFS: Resource Facing Service “°



I WVS2 Basics(1/2) 142016

B Security Appliance Cloud
B Virtual Network

TELEHOUSE/iB8—9 /9 —

r D
\ EER BER ) KCPS «v9—2w[ FW. URL-F, IPS/IDS,]

} On-demand provisioning

laas Mail/Web A/V, UTM
75w kI —LF7 7ER AWS Azure 3
A —HZw ~ NIy F:? A=y b X1
1*/ 3 ( xj 7) 750 RER [ [ I L
o —— 75

FFoA PYAA =2~ W
Geographically J
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L =k AR single FW
iy

L3/L2VPN per use case

4/ M ' Uf—'j?Qtz
1—sF f/ A =Ry k VA 4/797]:;% o£$/%;:m Q‘
1 /\ I
[QQ] = .Q} [QQQJ l?\%] [ELE]D]
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internet
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WVS2 Basics(2/2)
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Hm Self-service portal
® Intuitive/lntent-based User Interface
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I Lessons Learned narots

® Challenge
® Service Chaining ® Service sustainability
D-Plane programmability  Faster time-to-market
® Automation & Abstraction * ® Interop(+overlay) w/ existing NWs
* CFS to RFS mapping * Non green-field deployment

® Reliability & Scalability

* Thousands of customers, tens of thousands of
leased lines.

B What options there were? (as of 2013)

® OpenFlow ® SFC(NSH)
» No scalability (at that time) * Not existed
* Reinventing the wheel ® EVPN
— Concern about the interoperability with existing NWs « Not meet regs.
® NFV — L2 transparent appliance
« CAPEX/OPEX NGt
* Too early

o

Policy-based Forwarding w/ Controller

'|' http://www.slideshare.net/miyakohno/mk-epn-seminarpanelforpublic
KDDI Corp. Proprietary 23
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OpenFlow
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B Traffic steering — No scalability for # of flow entries

B Interoperability with existing NWs

® L2/L3/MPLS

B High Availability functionality

Appliance

1 288

Applia
1288

®-2: 70— RFr NGOy MUBRAT> FUDEE (OSW01)

=~ Reinventing the wheel

®-3: JO0—RFvr ANy MUBRT> SUDIEIE (OSW02)

Pri=116, {in_port=6,
Pri=115, {in_port=1,
Pri=114, {in_port=2,
Pri=113, {in_port=3,
Pri=112, {in_port=4,

Pri=110, {in_port=8,
Pri=109, {in_port=5,
Pri=108, {in_port=6,
Pri=107, {in_port=1,
Pri=106, {in_port=2,
Pri=105, {in_port=3,
Pri=104, {in_port=4,
Pri=103, {in_port=1,
Pri=102, {in_port=2,
Pri=101, {in_port=3,
Pri=100, {in_port=4,

Pri=111, {in_port=7, dstMAC=FFFFFF} => {output=1,6}

dstMAC=FFFFFF} => {output=2,7} =
dstMAC=FFFFFF, srclP=A1} => {output=7,6}
dstMAC=FFFFFF, srclP=A1} => {output=7,6}
dstMAC=FFFFFF, srcIP=A2} => {output=7,6}
dstMAC=FFFFFF, srclP=A2} => {output=7,6}_|

dstMAC=FFFFFF} => {output=2,5}
dstMAC=FFFFFF} => {output=1,6}
dstMAC=FFFFFF} => {output=2,5} 7
dstMAC=FFFFFF, srclP=A1} => {output=5,6}
dstMAC=FFFFFF, srcIP=A1} => {output=>5,6}
dstMAC=FFFFFF, srclP=A2} => {output=5,6}

L 610

dstMAC=FFFFFF, srclP=A2} => {output=5,6} |
dstMAC=FFFFFF} => {output=NONE}
dstMAC=FFFFFF} => {output=NONE}
dstMAC=FFFFFF} => {output=NONE}
dstMAC=FFFFFF} => {output=NONE}

| matang

Pri=112, {in_port=7, dstMAC=FFFFFF} => {output=5} < &l
Pri=111, {in_port=7, dstMAC=FFFFFF} => {output=1,6}« &t =Nn3
Pri=110, {in_port=8, dstMAC=FFFFFF} => {output=2,5}

Pri=109, {in_port=5, dstMAC=FFFFFF} => {output=1,6}

Pri=108, {in_port=6, dstMAC=FFFFFF} => {output=2,5}

Pri=107, {in_port=1, dstMAC=FFFFFF, srclP=A1} => {output=5,6}
Pri=1086, {in_port=2, dstMAC=FFFFFF, srclP=A1} => {output=5,6}
Pri=105, {in_port=3, dstMAC=FFFFFF, srcIP=A2} => {output=5,6}
Pri=104, {in_port=4, dstMAC=FFFFFF, srclP=A2} => {output=5,6}
Pri=103, {in_port=1, dstMAC=FFFFFF} => {output=NONE}
Pri=102, {in_port=2, dstMAC=FFFFFF} => {output=NONE}
Pri=101, {in_port=3, dstMAC=FFFFFF} => {output=NONE}
Pri=100, {in_port=4, dstMAC=FFFFFF} => {output=NONE}

4: AFF7YUIBATIY MUIEIE (OSWO01)

®-5: AFFYTRAIY RUDIEE (OSW02)

\Q_

D-i=1004, {in_port=1, dstlP=a.a.a.a} => {output=7} < &l
1003, {in_port=5, dstIP=b.b.b.b} => {output=1}
11002, {in_port=2, dstIP=b.b.b.b} => {output=6}
11=1001, {in_port=6, dstiP=a.a.a.a} => {output=2}
p Pri=1000, {in_port=1, dstlP=a.a.a.a} => {output=5} « mspit=n 2

Pri=1004, {in_port=7, dstlP=a.a.a.a} => {output=5} < &/l
Pri=1003, {in_port=5, dstlP=b.b.b.b} => {output=1}
Pri=1002, {in_port=2, dstIP=b.b.b.b} => {output=6}
Pri=1001, {in_port=6, dstlP=a.a.a.a} => {output=2}
Pri=1000, {in_port=1, dstlP=a.a.a.a} => {output=5}

@U>UEEMA (0SW01) XA YFDR— b (1,31%) =HE
= 7 IS4 7> IN0SW01-UNIFETD/ 4w hEOSW02-UNINED LS (C1D

A redundancy mechanism triggered by PortStatus
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| even

B BGP MPLS-based Ethernet VPN (RFC7432)

H How to forward a flow to an appliance with no MAC address?
® For a dynamic service insertion, an appliance must not terminate layer 3.

» Use L2 transparent mode

* (SFC) Architecture Principle in RFC7665
1. Topological independence: no change to the underlay network forwarding topology
- implicit, or explicit - are needed to deploy and invoke SFs or SFCs

192168 1 2 SF1  SF3
AR AL Ewaal oG =
7 - - AF:A"A/“_ RR
"'!
/Routing table: \-/A ’L
0.0.0.0/0 NH:192.168.1.2 B EVPR~ERS
ARP table: S
192.168.1.2 MAC: 00:05:46:00:5x:xx o
\_ | - .168.2.0/24
IJ !
= Vol
| /2

MAC: 00:05:46:00:5x:xx
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I Network Architecture

1/14/2016

B A Service Chaining

® Policy Based Forwarding
* IP src/dst based steering

URL Mail

« VS| stitching @\
The internet %\ Web
Anti Virus IDS

Appliance Pool

WV

e

App. App._| App.—| App. ‘AEdge SW
Pool Pool | Pool | Pool
T P —’ %
o AWS he interne
E u g =)
VSI: Virtual Switch Instance & Eg

VNPE: Virtual Network PE
VF-. KDDI Corp. Proprietary
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I Control system Architecture o -

B How to achieve Self-service?
® Abstraction and Automation

« Unimagined operation vs Instruction-strict

Require abstracted service
Combination free, order free

une.mnv.
o o~ “(Or e |
‘operators” .
Self-service Portal Customer
— = Customer Facing Service(CFS)

Service Modeling [Security func.. on-demand VPN. BW on-demand. etc..]

Route calc./Resource Alloc.
Order control

Network Modeling[ SF1

NE level mapping

Vendor-Specific
Modeling

Network Equipment

Moin

=

-
Too complex...
v
Operator
SF2 SF3 l :;n:
1 lResource Facing Service(RES)
SF1 SF2 | SF3 PE/SW
7

ron
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I If redevelop, now narots

B No change on D-plane architecture?
® NSH needs more time
» L3 overlay is questionable from the resource utilization and the operationability trade-off.
— ECMP may be used for the higher utilization.
— Cannot locate which customer is affected when a link failure
» draft-amante-oam-ng-requirements
* Need a transport mechanism to locate/specify the route
— Segment Routing?
» draft-ietf-spring-segment-routing-msdc

B It’s time to NFV? B
® 3 years passed... "
» https://portal.etsi.org/NFV/NFV_White Paper.pdf Day one of NFV, 10/23/2012@Darmstadt

® Apply where no forwarding performance needed
® License model to be improved

B Improve Control system architecture

® How to ease C-plane programmability

» Control system design

VF-. KDDI Corp. Proprietary 28


https://tools.ietf.org/html/draft-amante-oam-ng-requirements-01
https://tools.ietf.org/html/draft-ietf-spring-segment-routing-msdc-00#section-4.2.4

I How to design Control system? narots

B Output should be always same, not depending on input order.
® Customer vs Operator
® Un-imagined operation Vvs Instruction-strict
® Model-driven, Declarative, Functional vs Workflow-based, Imperative,

Procedural

B Commercial products available for RFS
® Uniqueness of the configuration order is guaranteed for a single NE.
® Support Multi-vendors

Customer
® But, NE should solve by Netconf @ CES
* Network model standardization _
— NETMOD, Routing Area... Service Model
B CFS to RFS mapping up to each use case 3 C
® Depend on Service , Network Model
» Service model standardization? $ r ¢ RFS
_ L3SM, I2NSF, OpenStack GBP, MEF Legato... = o' Ve”dgr'SpeC'f'C Model | PE/SW
® Depend on NW architecture : S o (ipment ﬁ

* Optimize the configuration order among multiple NEs
® Depend on other systems, OSS/BSS

V,-. KDDI Corp. Proprietary 29



I SDN rEViSit 1/14/2016

B Service Sustainability
® Expand service whenever operators want
® Speed up service life-cycle

~ =

B C/D-plane separation
® Free from vendor lock-in

Alittle o Sufficiently Arbitrary control [oNO
N PIoSTAMMAP™ arbitrary OpenFlow S obL
No programabilify ;. o Fixed | control &* 1\ 4
func. func. &* WV Open software
: : BigS | Cumu
Proprieta Proprieta 0SS witch lus ONL
. ry OS ry OS

Vendor lock-in : Accto | Quant ODM

Proprietar Proprietar n 3 Dell

y System y System

Intel Broad | Marv Merchant
Slow life-cycle ASIC ASIC com el CSI“COT-,[-
ompetuiuon—
Past NE Conventional NE Broad sense SDN? Innovation

“... very important to reduce ideas to practice. ... the solutions | invent need to be
“sufficient” to solve the problem; they should be as simple as possible, but the system has
to really run, and it has to run with good enough performance.”, Barbara Liskov
Ref.: https://www.computer.org/csdl/mags/ds/2005/02/02002.pdf
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https://www.computer.org/csdl/mags/ds/2005/02/o2002.pdf

I Telecom DevOps? 1aots

B Looking back...
® A kind of DevOps doesn’t meet SLA, *yet*.
® Fashionable development methods don’t suit?

» The risk of reworking is acceptable, or not. . _ _ oo
Initial design/choice is important.

B Telecom DevOpst = Development for Operations

® Develop easily operationable network system
* Running-cost effective

® Architecture is important, rather than development method.
» Consider control system architecture as important as network architecture
» Seek modularity

® “Find out unsuitable domain” by Mr. Nishi, SoftBankt
22sign A

(Pesign 82— Arthitatture
?!S/?M C
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I Summary 1142016

B WVS2 was looking for Service Chaining and, Automation
& Abstraction.

B SDN *was* not mature.
B System design is an eternal challenge.

B C/D-plane separation can also leverage service life-cycle
control.

M Initial architectural design is important, but it should be
”good enough”.

H Attention to Control system

Welcome to SDN world through WVS2!
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Designing The Future

Mnn

Thank you for your kind attention©



